
ISO/TC 184/SC 4/WG 15 N 110

ISO/TC 184/SC 4/WG 15
Digital manufacturing

Email of convenor: hardwick@steptools.com 
Convenorship: ANSI (United States)

Text for ISO DIS 23247-2 Ballot r1

Document type: Committee draft

Date of document: 2019-11-19

Expected action: INFO

Background: For discussion during conference call on 11/20 or 11/21
depending on time zone - 7PM Eastern USA 11/20

Committee URL: https://isotc.iso.org/livelink/livelink/open/tc184sc4wg15

mailto:hardwick@steptools.com
https://isotc.iso.org/livelink/livelink/open/tc184sc4wg15


© ISO 2019 – All rights reserved 

ISO DIS 23247-2:2019(E) 

ISO TC 184/SC 4/WG 15 

Secretariat: ANSI 

 

Automation systems and integration — Digital Twin framework 
for manufacturing — Part 2: Reference architecture 

 

DIS stage 
 

Warning for WDs and CDs 

This document is not an ISO International Standard. It is distributed for review and comment. It is subject to 
change without notice and may not be referred to as an International Standard. 

Recipients of this draft are invited to submit, with their comments, notification of any relevant patent rights of 
which they are aware and to provide supporting documentation. 

 

 



ISO DIS 23247-2:2019(E) 

ii © ISO 2019 – All rights reserved 

© ISO 2019, Published in Switzerland 1 

All rights reserved. Unless otherwise specified, no part of this publication may be reproduced or utilized 2 
otherwise in any form or by any means, electronic or mechanical, including photocopying, or posting on the 3 
internet or an intranet, without prior written permission. Permission can be requested from either ISO at the 4 
address below or ISO’s member body in the country of the requester. 5 

ISO copyright office 6 
Ch. de Blandonnet 8 • CP 401 7 
CH-1214 Vernier, Geneva, Switzerland 8 
Tel.  + 41 22 749 01 11 9 
Fax  + 41 22 749 09 47 10 
copyright@iso.org 11 
www.iso.org 12 



ISO DIS 23247-2:2019(E) 

© ISO 2019 – All rights reserved iii 

Contents 13 

Foreword ......................................................................................................................................................................... iv 14 

Introduction..................................................................................................................................................................... v 15 

1 Scope .......................................................................................................................................................................... 1 16 

2 Normative references .......................................................................................................................................... 1 17 

3 Terms and definitions .......................................................................................................................................... 1 18 

4 Digital Twin reference architecture for manufacturing goals and objectives ................................ 3 19 

5 Digital Twin reference models for manufacturing .................................................................................... 4 20 
5.1 Domain-based reference model ....................................................................................................................... 4 21 
5.1.1 Domains of Digital Twin for manufacturing .......................................................................................... 4 22 
5.1.2 Observable manufacturing domain .......................................................................................................... 5 23 
5.1.3 Data collection and device control domain ............................................................................................ 5 24 
5.1.4 Digital Twin domain ....................................................................................................................................... 5 25 
5.1.5 User domain ...................................................................................................................................................... 5 26 
5.2 Entity-based reference model ........................................................................................................................... 5 27 
5.2.1 Entities of Digital Twin for manufacturing ............................................................................................ 5 28 
5.2.2 Observable manufacturing element ......................................................................................................... 6 29 
5.2.3 Data collection and device control entity ............................................................................................... 6 30 
5.2.4 Digital Twin entity .......................................................................................................................................... 7 31 
5.2.5 Digital Twin user entity ................................................................................................................................. 7 32 
5.2.6 Cross-system entity ........................................................................................................................................ 7 33 
5.3 Domain-entity mixed reference model .......................................................................................................... 8 34 

6 Digital Twin reference architectural views for manufacturing ............................................................ 9 35 
6.1 General ...................................................................................................................................................................... 9 36 
6.2 Functional view ...................................................................................................................................................... 9 37 
6.2.1 Functional reference architecture ............................................................................................................ 9 38 
6.2.2 Functional entity of observable manufacturing element ................................................................. 9 39 
6.2.3 Functional entity of data collection and device control entity ....................................................... 9 40 
6.2.4 Functional entity in Digital Twin entity ............................................................................................... 10 41 
6.2.5 Functional entity in Digital Twin user entity ..................................................................................... 11 42 
6.2.6 Functional entity in cross-system entity .............................................................................................. 11 43 
6.3 Networking view ................................................................................................................................................. 12 44 
6.3.1 Networking reference architecture ....................................................................................................... 12 45 
6.3.2 Transmission network ............................................................................................................................... 12 46 
6.3.3 Service network (optional) ....................................................................................................................... 13 47 
6.3.4 User network ................................................................................................................................................. 13 48 

Bibliography ................................................................................................................................................................. 14 49 

 50 

 51 



ISO DIS 23247-2:2019(E) 

iv © ISO 2019 – All rights reserved 

Foreword 52 

ISO (the International Organization for Standardization) is a worldwide federation of national 53 
standards bodies (ISO member bodies). The work of preparing International Standards is normally 54 
carried out through ISO technical committees. Each member body interested in a subject for which a 55 
technical committee has been established has the right to be represented on that committee. 56 
International organizations, governmental and non-governmental, in liaison with ISO, also take part in 57 
the work. ISO collaborates closely with the International Electrotechnical Commission (IEC) on all 58 
matters of electrotechnical standardization. 59 

The procedures used to develop this document and those intended for its further maintenance are 60 
described in the ISO/IEC Directives, Part 1. In particular the different approval criteria needed for the 61 
different types of ISO documents should be noted. This document was drafted in accordance with the 62 
editorial rules of the ISO/IEC Directives, Part 2 (see www.iso.org/directives). 63 

Attention is drawn to the possibility that some of the elements of this document may be the subject of 64 
patent rights. ISO shall not be held responsible for identifying any or all such patent rights. Details of 65 
any patent rights identified during the development of the document will be in the Introduction and/or 66 
on the ISO list of patent declarations received (see www.iso.org/patents). 67 

Any trade name used in this document is information given for the convenience of users and does not 68 
constitute an endorsement. 69 

For an explanation on the voluntary nature of standards, the meaning of ISO specific terms and 70 
expressions related to conformity assessment, as well as information about ISO's adherence to the 71 
World Trade Organization (WTO) principles in the Technical Barriers to Trade (TBT) see the following 72 
URL: www.iso.org/iso/foreword.html. 73 

This document was prepared by Technical Committee ISO/TC 184, Automation systems and integration, 74 
Subcommittee SC 4, Industrial Data. 75 

A list of all parts in the ISO 23247 series can be found on the ISO website. 76 

Any feedback or questions on this document should be directed to the user’s national standards body. A 77 
complete listing of these bodies can be found at www.iso.org/members.html. 78 

https://www.iso.org/directives-and-policies.html
https://www.iso.org/patents
https://www.iso.org/iso/foreword.html
https://www.iso.org/members.html
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Introduction 79 

ISO 23247 series defines a framework to support the creation of Digital Twins of observable 80 
manufacturing elements including personnel, equipment, materials, processes, facilities, environment, 81 
and products.   82 

The scope of the four parts of this series are defined below: 83 

─ Part 1: Overview and general principles 84 

Provides an overview of Digital Twin for manufacturing, describes general principles, and provides 85 
requirements and guidance for developing a Digital Twin framework for manufacturing; 86 

─ Part 2: Reference architecture 87 

Provides a reference architecture goals and objectives, reference model, and reference architectural 88 
views for a Digital Twin framework for manufacturing 89 

─ Part 3: Digital representation of manufacturing elements 90 

Identifies manufacturing elements of the Digital Twin framework for manufacturing that shall be 91 
represented in digital models; 92 

─ Part 4: Information exchange 93 

Identifies technical requirements for information synchronization and information exchange within 94 
the Digital Twin framework for manufacturing. 95 

The types of manufacturing that can be supported by an implementation of the framework will depend 96 
on the technologies selected to implement its functional elements. 97 

Use cases for Digital Twin framework for manufacturing will be detailed in a series of technical reports 98 
attached to this series. 99 
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Automation systems and integration — Digital Twin framework 100 

for manufacturing — Part 2: Reference architecture 101 

1 Scope 102 

This part of ISO 23247 provides a reference architecture of Digital Twin for manufacturing.  103 

ISO 23247 series defines a framework to support the creation of Digital Twins of observable 104 
manufacturing elements including personnel, equipment, materials, processes, facilities, environment, 105 
and products.   106 

The following are within the scope of this part of ISO 23247; 107 

─ reference architecture goals and objectives, 108 

─ reference model, and  109 

─ reference architectural views 110 

The following are described in other parts of ISO 23247; 111 

─ overview and general principles (Part 1) 112 

─ digital representation of manufacturing elements of the Digital Twin framework for manufacturing 113 
(Part 3); 114 

─ information exchange of the Digital Twin framework for manufacturing (Part 4); 115 

─ use cases of the Digital Twin framework for manufacturing are to be detailed in technical reports. 116 

The following are outside of the scope of ISO 23247; 117 

─ selection of the implementation methods and technologies for a Digital Twin for manufacturing; 118 

─ selection of the communication protocols for a Digital Twin for manufacturing; 119 

─ selection of the manufacturing devices and other resources to be represented by a Digital Twin; 120 

─ selection of the manufacturing processes to be represented by a Digital Twin; 121 

─ selection of the manufacturing products to be represented by a Digital Twin; 122 

─ design and process planning, and other non-manufacturing stages of the product lifecycle. 123 

2 Normative references 124 

The following documents are referred to in the text in such a way that some or all of their content 125 
constitutes requirements of this document. For dated references, only the edition cited applies. For 126 
undated references, the latest edition of the referenced document (including any amendments) applies. 127 

ISO 23247-1, Automation systems and integration — Digital Twin for manufacturing framework — Part 128 
1: Overview and general principles 129 

ISO/IEC 30141, Internet of Things (IoT) — Reference architecture 130 

3 Terms and definitions 131 

For the purposes of this document, the terms and definitions given in ISO 23247-1 and the following 132 
apply. 133 
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3.1 134 
observable manufacturing domain 135 
spatial/logical/functional area of the observable manufacturing resources 136 

EXAMPLE  Spatial/logical/functional area of machine tool is an example of observable manufacturing 137 
domain.  138 

3.2 139 
data collection and device control domain 140 
data collection & device control domain 141 
spatial/logical/functional area of monitoring and collecting data from observable manufacturing 142 
domain, and controlling devices in observable manufacturing domain 143 

EXAMPLE  Spatial/logical/functional area of machine tool controller is an example of data collection and 144 
device control domain. 145 

3.3 146 
data collection and device control entity 147 
data collection & device control entity 148 
(a set of) system(s) or device(s) providing data collection and device control in data collection and 149 
device control domain   150 

3.4 151 
Digital Twin domain 152 
spatial/logical/functional area of overall operation and management of Digital Twin including 153 
provisioning, managing, monitoring, and optimization  154 

EXAMPLE      Spatial/logical/functional area of Digital Twin server implementing Digital Twin management, 155 
simulation, and authentication and authorization is an are example of Digital Twin domain. 156 

3.5 157 
Digital Twin entity 158 
set of systems providing management of Digital Twins and additional functionalities such as 159 
synchronization and simulation, and etc      160 

Note 1 to entry: Digital Twin entity is not Digital Twin of physical element itself. 161 

3.6 162 
user domain 163 
spatial/logical/functional area of using applications and services provided by Digital Twin domain  164 

EXAMPLE  Spatial/logical/functional area of a human who uses Digital Twin for manufacturing an example 165 
of use domain. 166 

3.7 167 
Digital Twin user entity 168 
human or (a set of) system(s) that uses application and services provided by Digital Twin entity  169 

ISO and IEC maintain terminological databases for use in standardization at the following addresses: 170 

— IEC Electropedia: available at http://www.electropedia.org/ 171 

— ISO Online browsing platform: available at https://www.iso.org/obp 172 

  173 

http://www.electropedia.org/
https://www.iso.org/obp
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4 Digital Twin reference architecture for manufacturing goals and objectives 174 

Digital Twin reference architecture for manufacturing defines reference models and architectural 175 
views.  176 

Digital Twin reference architecture for manufacturing outlines what the overall structured approach for 177 
the construction of D0igital Twin for manufacturing should be. In other words, Digital Twin reference 178 
architecture for manufacturing provides guidance for developing Digital Twin for manufacturing and 179 
aims to give a better understanding of Digital Twin for manufacturing to the stakeholders of such 180 
systems, including device manufacturers, application developers, users, etc. 181 

Digital Twin encompasses Internet of Things (IoT) as its data collecting and controlling technology as 182 
well as conceptual background. ISO/IEC 30141 defines IoT reference models including domain-based 183 
reference model and entity-based reference model, and also defines reference architecture by providing 184 
several reference architectural views including functional view, system deployment view, networking 185 
view, and usage view. 186 

By reference to ISO/IEC 30141, this document has the following descriptions: 187 

─ Digital Twin reference models for manufacturing, describing structure of the domains and structure 188 
of the entities; 189 

─ a set of relevant architectures in terms of functional and networking views 190 

 191 

 192 

Figure 1 – Outline of Digital Twin reference architecture for manufacturing 193 

Figure 1 shows outline of Digital Twin reference architecture for manufacturing to define relevant 194 
reference models and architectural views derived from requirements specified in ISO 23247-1. 195 

  196 
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5 Digital Twin reference models for manufacturing 197 

5.1 Domain-based reference model 198 

5.1.1 Domains of Digital Twin for manufacturing 199 

Figure 2 shows a domain-based reference model of Digital Twin for manufacturing. Domain-based 200 
reference model is useful to describe various tasks that have to be performed in separate areas, by 201 
allowing a logical and sometimes physical subdivision. In other words, domains are used to sort 202 
functions into areas of responsibility. 203 

In Digital Twin for manufacturing, domains are classified into four categories as follows: 204 

─ user domain  205 

─ Digital Twin domain  206 

─ data collection and device control domain 207 

─ observable manufacturing domain 208 

Observable manufacturing domain is out of scope of Digital Twin for manufacturing, however, this 209 
document describes observable manufacturing domain to enhance understanding of Digital Twin for 210 
manufacturing. 211 

 212 

 213 

Figure 2 – Domain-based Digital Twin reference model for manufacturing 214 

This classification is a logical grouping of tasks and functions, which are performed by functional 215 
entities (FE) explained in 6.2 in detail. Entities in domain interact with other entities by means of a set 216 
of networks described in 6.3. 217 
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5.1.2 Observable manufacturing domain 218 

Observable manufacturing domain consists of the physical manufacturing resources such as personnel, 219 
equipment, material, process, facility, and environment. Observable manufacturing domain shall be 220 
monitored and sensed for data collection and device control in Digital Twin for manufacturing. 221 

5.1.3 Data collection and device control domain 222 

Data collection and device control domain monitors and collects data from sensory devices in 223 
observable manufacturing domain, and control and actuate devices in observable manufacturing 224 
domain. Data collection and device control domain links observable manufacturing elements and digital 225 
entities for synchronization. 226 

5.1.4 Digital Twin domain 227 

Digital Twin domain is responsible for overall operation and management of Digital Twin for 228 
manufacturing including provisioning, managing, monitoring, and optimization. In detail, digital 229 
modeling, presentation, and synchronization of observable manufacturing element are done in Digital 230 
Twin domain.  231 

Digital Twin applications and services are hosted in Digital Twin domain such as simulation, analysis, 232 
etc. In addition, Digital Twin domain provides access to entities of Digital Twin for manufacturing and 233 
interaction with external entities such as peer Digital Twin domain by guaranteeing interoperability. 234 

5.1.5 User domain  235 

In Digital Twin for manufacturing, a user can be a human, a device, or a system who uses applications 236 
and services provided by Digital Twin domain. Even if a user is a human, the user shall interact with 237 
Digital Twin domain through some device.  238 

5.2 Entity-based reference model 239 

5.2.1 Entities of Digital Twin for manufacturing 240 

Entity-based reference model breaks down Digital Twin for manufacturing into system level in 241 
conjunction with the domain concept, which helps to understand system composition of Digital Twin 242 
for manufacturing.  243 
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 244 

Figure 3 – Entity-based Digital Twin reference model for manufacturing 245 

Figure 3 shows an entity-based Digital Twin reference model for manufacturing. A set of operation and 246 
management sub-entity, application and service sub-entity, and resource access and interchange sub-247 
entity digitally represents observable manufacturing elements as Digital Twins, and maintains the 248 
Digital Twins, therefore it is called Digital Twin entity. 249 

5.2.2 Observable manufacturing element 250 

Observable manufacturing element shall be monitored and sensed, and may be actuated and controlled 251 
by data collection and device control entity. It includes personnel, equipment, material, process, etc.  252 

5.2.3 Data collection and device control entity 253 

5.2.3.1 General 254 

Digital Twin for manufacturing shall have one or more data collection and device control entity, because 255 
Digital Twin for manufacturing consists of one or more observable manufacturing elements that shall 256 
be  controlled. 257 

5.2.3.2 Data collection sub-entity 258 

Data collection sub-entity interacts with the observable manufacturing element by monitoring and 259 
sensing for data collection, therefore may include sensors and other data collecting devices.  260 

Data collection sub-entity communicates with Digital Twin entities, i.e., operation and management sub-261 
entity, application and service sub-entity and resource access and interchange sub-entity, for support of 262 
generating, synchronizing, and managing Digital Twins, exactly speaking, digital entities of observable 263 
manufacturing elements. Therefore, data collection sub-entity may include executables in the form of a 264 
program or agent. 265 
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5.2.3.3 Device control sub-entity 266 

Device control sub-entity interacts with the observable manufacturing element by controlling and 267 
actuating for device control, therefore may include controller and other actuating devices. Like data 268 
collection sub-entity, device control sub-entity may include executables in the form of a program or 269 
agent. 270 

5.2.4 Digital Twin entity 271 

5.2.4.1 Operation and management sub-entity 272 

Operation and management sub-entity operates and manages Digital Twin entity. Operation and 273 
management sub-entity shall maintain information of observable manufacturing element both in 274 
production and in design, including digital modeling, presentation, and synchronization. In addition, 275 
operation and management sub-entity supports capabilities related to operation and management of 276 
overall Digital Twin entity such as providing administration functionality to Digital Twin user entity.   277 

5.2.4.2 Application and service sub-entity 278 

Digital Twin entity provides various kinds of application and services including simulation of 279 
manufacturing system, analysis of data captured from observable manufacturing element, reporting of 280 
action such as production, etc. Application and service sub-entity provides functionalities related to 281 
applications and services, and support. 282 

5.2.4.3 Resource access and interchange sub-entity 283 

Resource access and interchange sub-entity provides access to functionalities of Digital Twin entity to 284 
Digital Twin user entity with controlled interfaces for application and service functionalities, 285 
administration functionalities, and business functionalities in support of interoperability. Access and 286 
interchange control functions may vary depending on the type of Digital Twin user entity requiring 287 
authentication, authorization and other necessary actions. 288 

5.2.5 Digital Twin user entity  289 

As shown in Figure 3, Digital Twin user entity can be any entity that can utilize Digital Twin for 290 
manufacturing such as human, a device, manufacturing execution system (MES)/enterprise resource 291 
planning (ERP) systems, or even peer Digital Twin entity. Appropriate interface shall be offered to 292 
Digital Twin user entity, where application specific capabilities are supplied by an underlying 293 
application that interacts with Digital Twin entity by means of APIs controlled by Resource access and 294 
interchange sub-entity.  295 

5.2.6 Cross-system entity 296 

Cross-system entity is an entity that resides across domains to provide common functionalities such as 297 
information exchange, data assurance, security support, etc.  298 
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5.3 Domain-entity mixed reference model 299 

Figure 4 shows a domain-entity mixed reference model. This is a reference model, therefore both 300 
domains and entities can be extended, merged, or added depending on practical use cases.  301 

 302 

Figure 4 – Domain-entity mixed Digital Twin reference model for manufacturing 303 

  304 
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6 Digital Twin reference architectural views for manufacturing 305 

6.1 General 306 

This clause defines functional view and networking view of Digital Twin reference architecture for 307 
manufacturing based on IoT reference architecture defined in ISO/IEC 30141. 308 

6.2 Functional view 309 

6.2.1 Functional reference architecture  310 

Digital Twin reference architecture for manufacturing provides an infrastructure to support a large 311 
number of Digital Twins. Figure 5 shows a functional reference architecture to support requirements 312 
defined in ISO 23247-1.  313 

 314 

Figure 5 – Functional reference architecture of Digital Twin for manufacturing – decomposition 315 
of functional entities (FEs) 316 

6.2.2 Functional entity of observable manufacturing element 317 

Resource-specific FE is a functional entity of an observable manufacturing element. It shall be digitally 318 
modelled to be utilized by entities in Digital Twin for manufacturing. 319 

6.2.3 Functional entity of data collection and device control entity  320 

6.2.3.1 Data collecting FE in data collection sub-entity 321 

Data collecting FE provides data collection functionality from observable manufacturing element.  322 
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6.2.3.2 Data pre-processing FE in data collection sub-entity 323 

Data pre-processing FE provides pre-processing functionality for collected data, for example filtering 324 
and aggregation.   325 

6.2.3.3 Controlling FE in device control sub-entity 326 

Controlling FE provides functionality of controlling observable manufacturing element by the request 327 
from Digital Twin entity.   328 

6.2.3.4 Actuation FE in device control sub-entity 329 

Actuation FE provides functionality of actuating observable manufacturing element by the request from 330 
Digital Twin entity, similarly with controlling FE. 331 

6.2.3.5 Identification FE in data collection sub-entity and device control sub-entity 332 

Identification FE provides functionality of identifying observable manufacturing element and its data to 333 
be collected and controlled uniquely and unambiguously. 334 

6.2.4 Functional entity in Digital Twin entity  335 

6.2.4.1 Functional entity in operation and management sub-entity  336 

6.2.4.1.1 Synchronization FE 337 

Synchronization FE provides functionality of synchronizing the status of the visualized digital entity 338 
with the status of the observable manufacturing element, or vice versa. 339 

6.2.4.1.2 Presentation FE 340 

Presentation FE provides functionality of presenting observable manufacturing element as digital entity 341 
in conjunction with digital modeling FE. 342 

6.2.4.1.3 Digital modeling FE 343 

Digital modeling FE provides functionality of interpreting information of observable manufacturing 344 
element to understand its physical properties, status, etc. 345 

6.2.4.1.4 O&M support FE 346 

O&M support FE provides functionalities of operating and managing Digital Twin entity. 347 

6.2.4.2 Functional entity in application and service sub-entity 348 

6.2.4.2.1 Simulation FE 349 

Simulation FE provides functionalities of simulation. 350 

6.2.4.2.2 Analytic service FE 351 

Analytic service FE provides functionality of analysing data collected from observable manufacturing 352 
element and the result of simulation. 353 
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6.2.4.2.3 Reporting FE 354 

Reporting FE provides functionality of generating report of production result, analysis on simulation, 355 
etc. 356 

6.2.4.2.4 Application support FE 357 

Application support FE provides functionality of hosting platform for implementing predictive and 358 
reactive, open and closed loop applications. 359 

6.2.4.3 Functional entity in resource access and interchange sub-entity  360 

6.2.4.3.1 Interoperability support FE 361 

Interoperability support FE provides functionality of interworking with other Digital Twin entity in 362 
conjunction with peer interface FE. 363 

6.2.4.3.2 Access control FE 364 

Access control FE provides functionality of controlling access of Digital Twin user entity to observable 365 
manufacturing element in conjunction with security support FE. 366 

6.2.4.3.3 Plug & play support FE 367 

Plug & play support FE provides functionality of dynamic involvement of observable manufacturing 368 
element, i.e., joining and leaving Digital Twin for manufacturing in run time, in conjunction with O&M 369 
support FE. 370 

6.2.4.3.4 Peer interface FE 371 

Peer interface FE provides functionality of interfacing to other Digital Twin entities in conjunction with 372 
interoperability support FE. 373 

6.2.5 Functional entity in Digital Twin user entity  374 

6.2.5.1 User interface FE 375 

User interface FE provides Digital Twin user entity with functionality of interfacing to Digital Twin 376 
entity. 377 

6.2.6 Functional entity in cross-system entity 378 

6.2.6.1 Information exchange FE 379 

Information exchange FE provides functionality of exchanging information among entities of Digital 380 
Twin for manufacturing by appropriate networking protocols. 381 

6.2.6.2 Data assurance FE 382 

Data assurance FE provides accuracy and integrity of data in conjunction with security support FE. 383 

6.2.6.3 Security support FE 384 

Security support FE provides functionality of securing Digital Twin for manufacturing including 385 
authentication, authorization, confidentiality, integrity, etc. 386 
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6.3 Networking view 387 

6.3.1 Networking reference architecture  388 

Networking reference architecture describes communication network which are involved in Digital 389 
Twin for manufacturing. 390 

Figure 6 shows three principal communication networks in terms of domain-entity mixture reference 391 
model (see 5.3) in Digital Twin for manufacturing. Main role of communication network provides 392 
means to exchange information between entities across the different domains. 393 

However, data collection and device control entity is physically attached or integrated into observable 394 
manufacturing element, therefore communication network between these two entities is not 395 
considered in this document. 396 

 397 

Figure 6 – Networking view of Digital Twin reference architecture for manufacturing  398 

6.3.2 Transmission network 399 

Transmission network connects data collection and device control entity to Digital Twin entity, i.e., 400 
operation and management sub-entity, application and service sub-entity, and resource access and 401 
interchange sub-entity. Through this network, data collection sub-entity transmits collected data from 402 
observable manufacturing element to the target entities of Digital Twin entity. In addition, control 403 
information for observable manufacturing element is delivered to device control sub-entity from 404 
entities of Digital Twin entity. 405 
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Typical examples of transmission network can be wired communication such as LAN, and wireless 406 
communication such as WLAN and mobile (cellular) network, which generally adopt IP-based 407 
communication protocols regardless of communication type. 408 

Information exchange between data collection and device control entity and Digital Twin entity over 409 
transmission network is supported by appropriate communication protocol. For example, MTConnect 410 
and OPC-UA can be used as information exchange protocol. ISO 23247-4 defines information exchange 411 
over transmission network. However, if data collection and device control entity and Digital Twin entity  412 
are implemented in one system, it might not be necessary to have transmission network.   413 

6.3.3 Service network (optional) 414 

Service network connects operation management sub-entity, application and service sub-entity, and 415 
resource access and interchange entity with each other, which are typically wired networks running IP-416 
based protocols.  417 

Service network can include both typical Internet and also (private) Intranet in case that Digital Twin 418 
entity is implemented in a single private domain, even a single system. In this case, a service network is 419 
not needed and dedicated connections can be applied to a single private domain connecting different 420 
entities as well as internal communication within a single system. ISO 23247-4 defines information 421 
exchange over service network. 422 

6.3.4 User network   423 

User network connects Digital Twin user entity with Digital Twin entity. In case that Digital Twin user 424 
entity is one of MES, ERP, other manufacturing management system, and even other Digital Twin entity, 425 
this type of Digital Twin user entity is connected to resource access and interchange sub-entity over 426 
user network.  427 

User network is typically based on Internet and uses IP. Such networks can use any of the technologies 428 
commonly used to exchange information. ISO 23247-4 defines information exchange over user network.  429 
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